Using Postini’s Quarantine Feature
by Harold Olejarz

Postini gives you the ability to “quarantine” email. This means that if you
create a filter to block email to or from specific email addresses or domains
you can designate a person, or shared email address, to get a copy of the
blocked email.

You can also use Postini filters to block inappropriate language in the
content of email coming from or going to your domain. Quarantining this
email will help administrators easily identify students who are violating
school email policy.

1.1n your Apps Domain Dashboard click on Postini Services. Then click on
the link to Postini Services console.

2. This will take you the a window with two links: System Administration
or Message Center.

3.Click on the Link to System Administration. At the top of the screen is a
tab that is a link to Orgs and Users. Click on this link.

\

4. On this page you T —
will use the p———————— .‘
Choose Org A
drop down menu ,
to select the
group of email
accounts you
would like to
manage. Even if
you haven't set
up any groups
there will still be
two groups - Users and Admin. Make sure you select Users. Then click
on the link to that group.
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5. This will take you to the
Organization Management

CITIZITTY) Inbownd Servers Outbound Servers  Reports

page shown on the right.
Click on Content Manager.

6. At the top of the Inbound
Content Manager page is
a link that allows Edit
Settings for the

.......

Quarantine i
Administrator. szt
Clicking on the link
will bring you to the
screen below.

Content Manager applies fiters in the followi
Priority List to save the filker ist order. To edi a filter, clicks s name.

.09

Bounce Message: ERROR 582: This message violates Exsehower's email policy Edit Settings

rrently using 10% of your allowed inbound fiter space for this

@ U and down armows or change the sequence numbers and cick Update Priority List. Click Save

7. You will want to

Apps Dashboard | Security Console | Help 7 | Logout |

make certain that G i

.org) Users. + Filter List

Search

| Inbound Content Manager - Eisenh

Content Filtering —_==
is turned on.

To filf od
compliance poiit
|

| Content Filtering

8- You Wi” Want to Quarantine Administrator
designate a / ==
Quarantine 11 -

Administrator’s
email address. T

Save Cancel

9. You can enter the
Bounce Message
users will get when
an email is bounced.

messages based on content, set Content Filter to ON, enter the email address for the quarantine administrator, and click Save. You can then add new fiters or set up
i 1€5€ settings apply to all Content Manager filters and policies for this organization and, optionally, to sub-orgs.

Activate or deactivate content fitering: | ON 18]

Enter the email address for the administrator who manages quarantined messages.
mrokjarz@eisenhowerms org

™ Allow email from Approved Senders to bypass the Content Manager fiters
ERROR 582: This message violates our email policy.

Apply these settings and filter definitions to existing sub-orgs.

WARNING: This option permanently overwrites the settings in sub-orgs.

10. Be sure to click on the Save button when you are done.
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Postini also gives you the option of designating a different quarantine email

address for different filters. In fact you can also designate more than one

email address for any filter you make. Let’s take a look at how easy it is to

do this.

11. Go back to the Organization — T
management page and click on

12. This will take you back to your Inbound Content Manager page. All of
your filters are listed on this page, see below. The Copy to Quarantine

Filter inbound messages based on their content. Filters apply to this organization and new sub-orgs you add.To copy the following settings to exisfhg sub-orgs, click Edit Settings and apply
the settings and filter definitions to sub-orgs.

Content Filtering: ON Quarantine Administrator: mrolejarz@eisenhowerms.org
Approved Senders: ON Bounce Message: ERROR 582: This message violates our email policy. Edit Settings

[
You are currently using 10% of your allowed inbound filter space for this
organization

Content Manager applies filters in the following order. To change the order, click the up and down arrows or change the sequence numbersgand click Update Priority List. Click Save
Priority List to save the filter list order. To edt a filter, clicks its name

Update Priority List | Add Custom Filter Printer-friendly
Filter Name Status Description Routing Copy to Quarantine Relative Size
Social Secur ON Compliance Policy: Protects social security numbers Bounce mrolejarz@eisenhowerms.org 1 v =
Numbers

[ 2 Credit Card Compliance Policy: Protects credit card numbers Bounce mrolejarz@eisenhowerms.org 1 P
Numbers

3 calendar ON Sender contains text “calendar-notification@google.com” Deliver - Bypass | avwv 7 X
notifications junk filters
&4 eisenhowerms ON Sen¥gr does not contain "eisenhowerms.org” Bounce mrolejarz@eisenhowerms.org Il avwi i@ A
only
5| badwords ON Entire MeNgge contains text "analsex anal_sex animalsex Bounce mrolejarz@eisenhowerms.org I " 7 X

slick anus_lick ass_hole asshole ass_lick asslick
beastiality big_cock bigcock big_dick bigdick

animal_sex 3
ass_wipe assw
bit

Save Priority List Cancel

13. Click on one of the filters in the Filter Name column to manage that
filter.
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14. At the bottom of the page that contains your previously entered filter
information is the Copy to Quarantine section.

Copy to Quarantine / Copy messages that match this filter to one or more guarantines regardless of routing

Add quarantine address

1. | Other User s To: mrolejarz@eisenhowerm  Remove

2. | Other User ¢ To: add user herg| Remove

In the Add quarantine address column you can use the pulldown menus
to select who will get the quarantined email. Your choices are Quarantine
Administrator, Recipient or Other User. | suggest you choose Other
User and simply add the email address you want the quarantined mail to
go to. You can add more quarantine email addresses by clicking on the
Add quarantine address link.

15. Be sure to click on the Save button when you are done.
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