Setting Your Google Apps Education Domain
to Internal Email Only by Harold Olejarz

This handout will walk you through using Postini to set up your Google Apps Education
domain so that email can only be sent to and from email addresses within your domain.
If you are in a K-12 school this is a way to give your students email accounts to email
teachers and fellow students only. You must activate Postini Services to do this.

1. In your Apps Domain
. Google Apps for elsenhowerms.org - © t tio MrOlejarz@elsenhowerms.org
Dashboard click on Google apps i
Ppstlnl Ser\(lces. Then_ _ =
click on the link to Postini Postini Services settings

Services console. N ,
) 4 Sorvica sctve 3

You have successfully activated the service for all of your domains.
t the seryice Postini Services let you set up email policies and filters. To change the default settings and set up email policies, go
> Services console () and dlick on System Administration. Lea o

Terms of service  Review this service's additional Te

Disable service  Disable Postinl Services

2. This will take you the a
window with two links: System Administration or Message Center.

(\l o ASIC Apps Dashboard | Security Console | Help 7 | Logout
Weicore rroears e ot oo Orgs and Users Inbound Servers Outbound Servers  Reports
3. Click on the Link to [E— ] e
System wm I S—
Administration and -  remizson s otz on iy T 0
you will be taken to the ' o
screen on the right. At e
the top of the screen is 50 sl e conen
a link to Orgs and
Users. Click on this TR e
4. On this page you will »
use the Choose Org drop down Goc )310
menu to select the group of email : CoPPRWTI¥™ 1nbound Servers Outbound Servers  Reports

accounts you would like to manage.
Even if you haven’t set up any
groups there will still be two groups
- Users and Admin. Make sure you  cosswons (Searen)

select Users. Then click on the Organizations (1))

||nk to that grOUp. __q Eisenhower Middle School [eisen ... List Users AddUsers  Add Sub-Org Dele

Choose Org: | Eisenhower Middle School [eisenhowerms.org] Users +
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5. Once you are on the this page
you will need to create your filters

for BOTH the Inbound and
Outbound Services.

To do this you will click on the link

to the Content Manager under
Inbound Services

—

Google

L LU Inbound Servers Outbownd Servers  Reports

and the link to the Content

Manager in the Outbound 5, «

Services.

| Google
6. In the screenshot e

on the right | have

Outbound Services
@' v . Filter: On  Disposition: Bour
@4 twhment Mansger  Filtars: O Quarantioe Radirec " - 9
Filtaring Filtars Enabled:
? x Status: O
LT L) Inbound Servers Outbound Servers  Reports

Choose Org:

already created my

Find Org

Middie School [eis

[ Inbound Content Manager - Eisenhower Middle School | nhowerms.org)

Search

filters and turned on
the two default
filters , Social
Security and Credit
Card Numbers. To
turn a filter on click
on the filter name. ~—
To create a filter -
Click on the Add
Custom Filter link. d

List to save

7. The screen on the right is
what you will see after you click
on Add Custom Filter. You
should name your filter.
Turn the filter on. —

Content Filtering: ON
Approved Senders: ON

4 0
\K”n.
iiter

: mrolejarz@ org
Bounce Message: ERROR 582: This message violates our email policy.

You are currently using 2% of your &
organization

0 edit a filter, clicks its name.

us Description Routing
Compliance Policy: Protects social security numbers Bounce
Compliance Policy: Protects credit card numbers Bounce

Sender does not contain “eisenhowerms org” OR Recipient does not  Bounce
match regex “mailto@eisenhowerms.org”™

| Google
C

In the Match pull down menu
select Any Rule.

—

In the filter 1 pulldown menu to

select Sender. Then select
does not contain from the
pulldown menu on the right. Put
your domain name in the field
below. Check Bounce in the
Routing section. Click the Save
button at the bottom of the page

3. | ~Select Locaton - 1§

Routing Select the
Deliver

® Bounce
Delete (Blackhole]

Bypass junk fitters

ersenhowems org
/y - Select Locaton - 18] | - Select Fiter Type - 14

| | -SelectFiter Type- &

lect the primary routing for messages that match foe this f

lowed inbound filter space for this

Copy to Quarantine
Quarantine Administrator

Quarantine Administrator

Apps Dashboard | Security Console

ge matches a rule, Content Manager

Rules Croate up to three rues for fillering messages. More information and examples
Match: | Any Rute 18
1. | Sender +] [ oes not contan

appiies

Filter inbound messages based on their content. Filters apply to this crganization and new sub-orgs you add. To copy the following settings to existing sub-orgs, click Edit Settings and apply the
settings and filter definitons 10 sub-orgs.

Edit Settings

Content Manager applies fiters in the following order. To change the order, click the up and down arrows or change the sequence numbers and click Update Priority List. Click Save Priority
the filter list order. T

Relative Size

the
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Google
e 2 G osact. I ! I ! Inbound Servers Outbowund Servers Reports
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8. Now that you have set the Inbound
mail you need to do the same for the
Outbound mail. To do this you need
to go back to the screen mentioned

in number 5 and shown on the right. ;
o i
In this screen under -~ i I
Outbound Services & e
click on the Content Mm o - e
\ e —
@ - B! Sl ’
| s

Apps Dashboard | S

Google

Velcome mrolejarz@eisenhowenms.on LT UL Inbound Servers  Outbound Servers Reports

9. This will take you to the
Outbound Content Manager
page. It looks just like the
Inbound Content Manager
page. You will do almost the e

same thing you did on the tertiome
In bou nd Content Manage r y t&fuw email messages using this filter's rules. If a message matches a rule, Content Manager applies the selec
FOI’ Filter Name pUt |n yOUI’ Rules Create up to three rules for filtering messages. More information and examples

domain and the word outbound. Match: (ATRTRSD)

Be sure to turn the filter ON. . 9 Crrr—)
In the Match pulldown e

menu select All Rules. E—— Conie 19
Then select Recipient from the . oY) e
pulldown menu. Put your

domain name in the field below S el o i e

Recipient. In Routing check Delver 0 Encrypt - Get Google Message Encryption
*)
. @ Bounce
Bounce. Once again be sure to Dokt (Biacknhok)

CI'Ck On the Save button at the Copy to Quarantine Copy messages that match this fiter to one or more quarantines regardiess of routing.
bottom Of the page. Add guarantine acddress

1. ((Other User $) To: mrolearz@eisenhowerm Remove

Once all of the above is done

the members of your domain

will be able to email each other only and email from outside of your domain will not be
received by anyone on your domain. In effect you have created an internal only email
system.
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